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PRASHANT CHAUHAN
  Cell +91 9558490023

prashant280891@gmail.com
	Professional Profile

	· Experience in Windows Server Active Directory, Storage, Security, Network & Monitoring 

· Knowledge in Active Directory, DNS, DHCP, Group Policies Active.

· Design, implement and provide support for all network-related hardware/software.

· Conduct incident triage and response, including working with firewall and device logs, investigating security events, protecting the forensic value of data.
· WatchGuard firewall configuration/Implement /Create VPN / Create Policy and change Policy as per requirements

· Quick Heal EPS console manage and Implement patch server and create policy and change policy as per requirements 

· Azure backup storage create and create schedule backup as per requirement.

· Knowledge in G-Suite -console manage – create user and assignee license / storage / policy as per requirements.

· Office 365-console manage – create user / storage / teams / policy as per requirements. 

Key Skills

· Active Directory

· LAN, WAN, DNS, DHCP,WLAN, DMZ, Internet Group Policy
· WatchGuard firewall - Firewall Policies
· VPN / G-Suite / Office 365 / Azure Storage 
· Windows Server 2008 / 2012 R2
· Networking - Implement, and maintain network security policy, standards, and procedures.
· Knowledge of Cloud and On premise backup
· Knowledge of Linux Server and security policy  
· Knowledge of hardware and Software troubleshooting of HP, Dell and IBM Servers
· Knowledge of G-Suite /Azure / Amazon / Office 365 / Google Cloud 
· Extensive technical know-how of security network devices (switches, antivirus, firewalls) and any other security networking hardware or software tools
· Strong knowledge of implementing and effectively developing helpdesk and IT operations best practices, including expert knowledge of security, storage, data protection, and disaster recovery protocols.


	Professional Accomplishments

· MCSA  Microsoft Server 2003 (System Administrator)

	· MCTS Windows® 7, Configuration    

· MCTS Microsoft Exchange Server 2007,

Configuration
· MCTS Implementing, Managing, and Maintaining a

Microsoft Windows Server 2003 Network

Infrastructure
· MCP Microsoft Certified Professional.

· COPA Computer Operator com Programming Assistant Management from ITI with 70%.
· Red Hat Red Hat System Administration (RHCSA-SA1&SA2) and Red Hat Certified Engineer (RHCE-RH255) from GRASS Institute                                              

	Education

	Bachelor of Commerce

       2012
	                                                                                 Gujarat University 

	Professional Experience - Total
( 11 Year and  6 Month )
Infinite Civil Solutions Pvt Ltd
IT Manager & System Administrator 

July 2013 to continue at today 

· Configuration of LAN and WAN Ports

· User Base, MAC Base, IP Base Web and Application filter group and Policy creation

· Office 365 (o365) expertise (Mail Flow, Security, reports, Rules, Policies, e-Discovery etc.)

· Ensure system uptime and backup for network-related equipment

· Work with the team on establishing network design principles, practices, implementations, documentation and LAN\/WAN maintenance

· Perform some firewall and load balancer changes as required

· Create Active Directory users and support on relevant user requests.

· Coordinate with network service providers (ISP's, Carriers, etc.) to resolve Internet outages.

· Hands-on experience implementing, administrating and troubleshooting System, network devices.

· Install, configure, and maintain Windows servers, file and print servers, DNS servers, anti-virus.

· Maintain, repair, troubleshoot desktop hardware and software packages and Identify, researches, and resolve technical problems.

· Install and Configure Active Directory Services in Windows Server 2008 / 2012

· Experience with data network configuration and security including switches, Windows firewalls, anti-virus, Active Directory, DNS, routing, distributed authentication.

· Hands-on experience in technical concepts like DHCP, DNS, LAN, Drivers, Imaging.

· Conduct daily performance checks on Cisco devices (CPU utilization, system logs, system errors, others as required).

· Implement, and maintain network security policy, standards, and procedures.

· Troubleshooting Firewall Policies and managing firewall logs and reports

· Restoring Image, Bare Metal and file level backup

· Raid Configuration and Installation for Storage Products

· Prepared and maintained documentation of technologies, standards and procedures
· Website/ Domain management
· Perform system installations, maintenance, training, and user support within a defined application environment

· Produce enterprise-level designs for Active Directory and Windows File Services for global initiatives following those through to implementation

· Designing, installing, provisioning, configuring, optimizing, performance tuning, integrating, and administering AD solution technologies
· Experience in monitoring and maintaining various computer systems, networks and Application servers.
· Manage Load Balancers, Routers, Switches, and Firewalls
· Analysis of complex network problems and coordination of resolutions
· Conduct and assists in product evaluations and research, including beta testing and analysis of network tools, hardware and software
· Maintain complete detail technical documentation of the network environment.

· Other functions include reviewing contracts with Service Providers… 
Vintech Industries Privet Limited 

System Administrator
November 2011 to June 2013 ( 1 Year and 7 Month )
· User Setup - Added user I.D.s; set-up printers; Lotus Notes I.D. or Mobile; Internet/Proxy server; data directories; special software, etc.
· Provided connectivity (LAN, Internet) troubleshooting and support.

· Used Asset Insight to keep track of the software installed on the PCs and then use Ghost to create images.

· Responsible for coaching co-op students and new team members.

· Maintained technical knowledge in networking area; operating system (Server and PC).

· LAN Administration: added users; printers; removed users; controlling access right list.

· Monitored server performance.

· Installed, configured, performed troubleshooting and deployed SP1 for Windows 2003 Servers.

· Performed day-to-day administration functions, backup and restoration, file server maintenance.
· Responsible for third-level support for all server related issues.

· Participated in complete system builds, upgrades, migrations, code deployments and patch management.

· Implemented security policy and virus protection.

· Administered change management related to server upgrades and software installation.

· Prepared and maintained documentation of technologies, standards and procedures.

· Maintained and supported more than 2000 servers for Intel Steady State.

· Performed unattended domain controller installation.
· Managed user accounts, groups, print queues and controlling access rights using Active Directory.

· Installed and configured an Active Directory Domain Controller.


Doshion Veolia Water solution Privet Limited 

Hardware and Network Engineer  

October 2010 to October 2011 (1 Year) 
· Configurations & troubleshooting of computer Hardware and Network.

· In addition other duties including installation printer administration, assembling computer and technical documentation.

· Systems formatting with complete installation for Windows XP, vista Windows 7.

· Maintain Inventory for IT component Like Desktop, Network Switch, Cartridge etc.

· Video conferencing.
· Configurations & troubleshooting of computer Hardware, Managing and Installing of Windows Vista, Windows Xp.

· Installing and configurations of new software and update existing software.

· In addition other duties including installation printer administration, assembling computer and technical documentation.

· Systems formatting with complete installation for Windows XP, vista Windows 7.

· Troubleshooting of PCs, software, outlook express mail, Tally, operating systems and Network for all users of company.

· AutoCAD 2005, AutoCAD 2006, AutoCAD 2007, AutoCAD 2008 & Software installation.

· Maintain Inventory for IT component Like Desktop, Network Switch, Cartridge etc.

· P C formatting with completes installation for Windows XP, vista Windows 7.

· Video conferencing.

· Network problems.

· Different time of Software problems solutions
· Provided technical support for hardware/software configurations and applications
· Provided technical supported local/LAN printers, LAN IDs in Novell.
· Administered/provided troubleshooting for Lotus Notes and MS Outlook. 
