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	Objectives:


                                                                        
Highly skilled Cloud Engineer with 2.6 years of TCS work experiences a proven track record of Designing and implementing secure cloud infrastructures environment. Experienced in conducting Security assessments, vulnerability scans, and collaborating with client to implement secure onboarding of their application on cloud. 
	Educational Profile:



	Qualification
	Board/University
	Year
	Percentage

	BSC-IT
	Mumbai University
	2020
	67 %

	H.S.C
	Maharashtra Board
	2017
	56 %

	S.S.C.
	Maharashtra Board
	2015
	80 %



	
Technical Skills :



· Cloud security architecture design
· Security assessments and vulnerability Management solution 
· Security event and log analysis
·  Risk analysis and mitigation
· Cloud Audit.
· Compliance Managements & Monitoring 
· Continuous security improvement
· Cloud platform expertise ( AWS, Azure, Google Cloud)
· Cloud Security (CSPM, AWS Security Hub)
· Nexpose
· Splunk.



	Work Experience : 



· I worked as cloud engineer in TCS from 8 September 2021 to 8 March 2024. I have 2.6 years of overall experience in cloud technology. I perform below activity as engineer. 
· Engineered a robust cloud security infrastructure architecture diagram, integrating threat intelligence feeds and security analytics tools, fortifying the network against cyber threats and achieving a 30% improvement in incident response time.
· Orchestrated the monitoring and analysis of 500+ cloud security events weekly using CSPM, resulting in a 40% reduction in threat response time and a 25% increase in overall cloud security posture.
· Dedicated IT professional with hands-on experience in Nexpose vulnerability management tool. Proficient in identifying, assessing, and mitigating security vulnerabilities across networks, endpoints, and cloud environments.
· Develop, follow & maintain Standard Operating Procedure (SOP) for security incident & root cause analysis (RCA) cause of the incident & making documentation.
· Identified vulnerabilities in existing network infrastructure and recommended a Comprehensive security solution & implemented multi-factor authentication system which reduces potential cyber threats by 30 % within 6 months. 
· Proficient in Splunk, a powerful data-centric solution for monitor, analyse and report on various data sources, compliance and security of server.
·  Updation of packages and modules of software with their latest version and patches,     
· Responsibility of managing the end to end vulnerability management workflow.
· Collaborate with cross-functional teams to ensure security best practices are followed
·  Stay up-to-date on the latest security trends and technologies.
· Experience with cloud native security tools such as AWS Security Hub, Azure Security Centre, and Google Cloud Security for scanning, detecting, monitoring and analysing of threat and detection.
· Knowledge of security best practices and industry standards.
· Experienced with a proven track record in designing, installing, configuring, and maintaining of firewalls and other network security systems.
· Performs internal and external IT audit, risk assessments; conducted gap analysis against Industry standards, and provided recommendations on mitigation options.
· [bookmark: _GoBack]Collaborating with stakeholders to understand business requirements and translate them into technical solutions.
·  Implementing best practices for cloud infrastructure design and management
· Designed and deployed cloud services model’s Iaas, paas solution leveraging services as per client architecture requirement on Public cloud aws, azure and gcp.
· Providing guidance and support to development teams on cloud-related issues
· Monitoring and optimizing cloud infrastructure to ensure performance and cost efficiency
· Troubleshooting and resolving issues related to cloud services.


	Certification and Awards :



	· Intel Cloud Technical Professional
· Cisco Cyber Security Essential
· CISCO Cyber Threat Management
· Cisco Networking Essential
· AWS Cloud Practitioner 
· AWS cloud Technical Essentials
· Oracle Cloud Infrastructure certificate associate
· Learning Achievement Award
· Contextual Master Award
	



	Personal Profile :



	Name 	
	: Akbar Shaikh

	Father’s Name
	: Jamil Shaikh

	Sex 	
	: Male

	Marital Status 
	: Single

	Nationality
	: Indian

	Languages Known
	: English, Hindi

	Hobbies
Add :                                              
	:  Playing chess, Surfing Internet,learning new technology
  A/204 Dhruv Apt. Sari compound Nallasopara-401209 
  
         

	
	

	
	

	Strength :


· Ability to Grasp the New skills quickly.
· Excellent knowledge of Core subjects.
· Able to work in any kind of situation.
· Ability to handle the situation at a time.
· Ready to Relocate
Declaration:		
I hereby declare that the above-mentioned information is correct up to my knowledge and I bear the responsibility for the correctness of the above-mentioned particulars.

Place: Mumbai, India							(Akbar   Shaikh)

